First-Time Setup (CUNY Login MFA TOTP with Microsoft Authenticator)

1. Open CUNY MFA Self-Service.

2. Enter your CUNY Login username and password, then click Log In.

CUNY Login

Log in with your CUNY Login credentials

If you do not have a CUNYfTirst account, see the FAQs

Username

eddy.bloodhound01@login.cuny.edu

Password

New User | Forgot Usemame | Forgot Password | Manage your Account

o If prompted to share your location, click Allow.

o An Oracle Access Manager page will display—click OK.

o On the Oracle Identity Management page, click Allow.

Grant application CUNYMFAClient access to:

OAuth Mgmt openid

Deny Allow



https://ssologin.cuny.edu/oaa/rui

3. On the “Hi, what are you managing today?” page, click Manage under My
Authentication Factors.

CUNY Login Advanced Authentication

Universal Authenticator

Hi, what are you managing today?

My Authentication Factors My Devices
‘ Manage ‘ ‘ Manage

4. Click Add Authentication Factor.

CUNY Login Advanced Authentication

Universal Authenticator

My Authentication Factors

Add Authentication Factor ¥

5. Choose Mobile Authenticator — TOTP.

Add Authentication Factor ¥

[==] Mobile Authenticator - TOTP

o’ FIDO2 Challenge

o’ Yubico OTP Challenge




6. Enter a Friendly Name (e.g., “CUNY Login MFA”).

o OniPhones, use hyphens/underscores instead of spaces.

Setup Mobile Authenticator

Friendly Name.

Enter a friendly name

Enter the ke
Authenticat

KJG5U63TDHYC634U

Or

Scan the QR code below, from the
Authenticatior application

ELiRE
Ui

[

[SENII ety Now Verify Later

7. Open Microsoft Authenticator on your phone (Google Authenticator or Duo also work).
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8. Tap Verified IDs, then Scan a QR code.
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Verified IDs

Accept a Verified D for more control of
your identity
Some websites and organizations now offer
Verified IDs. They make account setup simpler
and safer, while giving you more visibility and
control over your personal data.

A website typically offers a Verified ID through a

OR code. Sean the code to gel started.

Learn about Verified IDs
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Scan the QR code shown on your computer (Read: It is like taking a picture with your
phone. Move the phone until the box symbol on the screen shows on your phone)

o A new MFA account will be added to Authenticator, generating a code that
refreshes every 30 seconds.
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Setup Mobile Authenticator

Friendly Name

[ CUNY Login MFA l

Lnter the key below, manually n your
Asthentic ator Apphe s
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10. On the setup page, click Verify Now.

Advanced Authenticatior

Setup Mobile Authenticator

Friendly Name

CUNY Login MFA

Enter the key below, manually in your
Authenticator Application

KJGSUGITDHYCLOH 34U

O

Scan the QR code below, from the
Authenticatior application
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Verfication Code

Erter verihication code

Cancel Verity and Save

11. Enter the code from Authenticator in the Verification Code field. (Note: If the code is

about to expire wait for it to refresh)
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Scan the QR code below, from the
Authentcabhion apphcaton
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12. Click Verify and Save.

13. Click Verify and Save.

Your MFA setup is now complete.



