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Overview

John Jay College has made several Student computer labs available to access remotely
from your own computer anytime, anywhere. Follow the instructions below to learn how
to connect to our computer labs remotely, as well as a list of software available on each
remotely accessible lab.

Prerequisites

All off campus connections require the use of Cisco Any Connect VPN software and
Microsoft Remote Desktop Software. You will need to install them to use a computer lab
if you do not already have them on your computer.

Install VPN Software If Needed

You must first connect to the John Jay Virtual Private Network before you will be able to
gain remote access to a lab computer. Use the instructions below to install and connect
to the VPN on windows machine.

1. Download the software from: https://jjc-storage.s3.amazonaws.com/anyconnect-
win-4.9.01095-core-vpn-predeploy-kg.msi



https://jjc-storage.s3.amazonaws.com/anyconnect-win-4.9.01095-core-vpn-predeploy-k9.msi
https://jjc-storage.s3.amazonaws.com/anyconnect-win-4.9.01095-core-vpn-predeploy-k9.msi
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c @ jjc-storage.s3.amazonaws.com/anyconnect-win-4.8.02045-core-vpn-predeploy-k9.msi
i Apps
https:/fwww
ﬁl anyconnect-win-4....msi A

2. Click Run and grant permission accept agreements to proceed with the
installation of the application.

Open File - Security Warning *

Do you want to run this file?

Name: ..anyconnect-win-4.8.02045-core-vpn-predeploy-k9.msi

Publisher: Cisco Systems, Inc.
Type: Windows Installer Package

From: CAVPN Trouble 03-12-20200\anyconnect-win-4.8.02045...

Run Cancel

Always ask before opening this file

e While files from the Internet can be useful, this file type can potentially
l\ c/_.;l harm your computer. Only run software from publishers you trust.
- What's the risk?

3. Type “VPN” in the Windows search text box found at the lower left hand corner,
then click on the “Cisco AnyConnect Secure Mobility Client”
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ct-win-4.8.02045-core-vpn-predepld

Partner Centra., Il Learming Library
wry  Change virtual private networks (VPN)
Systam settings

'ﬁ' Cisoo AnyConnect Secure Mobility Clhent
A

O

Click the "Cisco Anyconnect
Secure Mobility Client"

Type "VPN"

£ vprf

4. Enter jjayvpni.jjay.cuny.edu

"ﬁ\' Cisco AnyConnect Secure Mobility Client — =

Ready to connect.

| jiayvpnl.jjiay.cuny.edu Connect

1o O e

5. Click the Gear to open up Preferences
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{ﬁ' Cisco AnyConnect Secure Mobility Client — et

VPN:
Connection attempt has failed.

| jjayvpnl.jjay.cuny.edu

@ m
'ﬂ' CIsco

Click the gear

6. Uncheck the box that says “Block connections to untrusted servers”

P
8 Cisco AnyConnect Secure Mobility Client = X

cisco AnyConnect Secure Mobility Client

Virtual Private Network (VPN)

Statistics Route Details Firewall Message History

[ start VPN when AnyConnect is started

Minimize AnyConnect on VPN connect

[ Allow local (LAN) access when using VPN (if configured)
) [ bisable Captive Portal Detection

D Block connections to untrusted servers

Uncheck "Block connections
to untrusted servers"

Installing Microsoft Remote Desktop If Needed

Microsoft Remote Desktop is included with Professional versions of Windows. If you are
using a Home version of Windows, Microsoft Remote Desktop can be downloaded for
free from the Microsoft Store.

1. Open the Link to Microsoft Store and Click Get



https://go.microsoft.com/fwlink/?LinkID=616709
https://go.microsoft.com/fwlink/?LinkID=616709
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Free

Microsoft Remote Desktop

Microsoft Corporation * Productivity Get

Q Wish list
A See System Requirements
Use the Microsoft Remote Desktop app to connect to a remote PC or virtual

apps and desktops made available by your admin. The app helps you be
productive no matter where you are.

More

E EVERYONE

ESRB

Connecting to a Computer lab machine

1. Open Cisco Any Connect VPN software and connect to jjayvpni.jjay.cuny.edu

'Si Cisco AnyConnect Secure Mobility Client - X

VPN:
Connection attempt has failed.

‘ jiayvpnl.jjay.cuny.edu v‘ |

1e JO) )

2. If an error appears click “Connect Anyway”

'Si Cisco AnyConnect Secure Mobility Client X

A Security Warning: Untrusted Server
Certificate!
AnyConnect cannot verify server: jjayvpn1l.jjay.cuny.edu

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!

Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

Connect Anyway Cancel Connection
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3. Login with your John Jay Student ID and password
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'.”SJ Cisco AnyConnect | jjayvpn1.jjay.cuny.edu

Please enter your username and password.

Group: VPN-students

Username: ‘ Hrsmame.Iasmame@jjay.cuny.edu|

Password: ‘

OK

Cancel

4. If you connect a locked globe will appear in the lower right hand corner of the

desktop

5. Open a Web Browser and Visit https://remoteaccess.labstats.com/cuny-jjay-

generaluselabs

CUNY John Jay College of Criminal Justice

REMOTE COMPUTER AC

Computer Labs
CLSS LAB L27203
CLSS LAB L27204
CLSS LAB L27205
CLSS LAB L27206
CLSS LAB L27207
CLSS LAB L27208
Cybercafe 2 New Building
Cybercafe Haaren Hall
Cybercafe1 New Building
MSRC 194
SEEK 438/439

CLSS LAB L27203

13 computers available

52 CLSSL27203-07 CLSS-127203-07
&8 CLSS-L27203-04 CLSS-127203-04
&8 CLSS-L27203-11 CLSS-127203-11
58 CLSS-127203-18 CLSS-127203-18
52 CLSS-L27203-06 CLSS-127203-06

Connect

Connect

Connect

Connect

Connect



https://remoteaccess.labstats.com/cuny-jjay-generaluselabs
https://remoteaccess.labstats.com/cuny-jjay-generaluselabs
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6. Select an available computer by clicking the Connect button.

Connect to CLSS-413T-12 X

Follow these steps:

1. Download and open the connection file

2. Press the 'Connect’ button

3. Log in with your username and password
You may need to choose ‘More choices' and ‘Use a different
account' to enter your correct username

7. A connect window will pop-up. Click the Download button.

Opening CLSS-L27203-07.rdp X

You have chosen to open:

& cLS5-127203-07.rdp
which is: Remote Desktop Connection (618 bytes)

from: https://remoteaccess.labstats.com

What should Firefox do with this file?

Remote Desktop Connection (default) V

(O Save File

] Do this automatically for files like this from now on.

OK Cancel

8. Open the file. If you are prompted with a security warning click Connect.
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.';\ Remote Desktop Connection X

[ ; The publisher of this remote connection can't be identified. Do you want to connect
anyway?

This remote connection could harm your local or remote computer. Do not connect unless you know
where this connection came from or have used it before.

!' | Publisher: Unknown publisher
2 Type: Remote Desktop Connection

Remote computer: CLSS-L27203-15

|:| Don't ask me again for connections to this computer

~ | Show Details Connect

9. When asked for your credentials, click more choices, and then click Use a
different account.

Windows Security X

Enter your credentials

These credentials will be used to connect to CLSS-127203-15.

‘ pser name |

‘ Password |

D Remember me

More choices

jlaub@jjay.cuny.edu
@ Use a different account

oK Cancel

10. In the user name field, type your student email address example,
john.doe@jjay.cuny.edu ), and then type your password in the next field.



mailto:john.doe@jjay.cuny.edu
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Windows Security X

Enter your credentials

These credentials will be used to connect to CLSS-L27203-15.

jlaub@jjay.cuny.edu

I:l Remember me

More choices

OK Cancel

11. You will be “Logged In”. It may take a few minutes to build the desktop

& C1S5-127203-15 - CLSS-L27203-15 - Remote Desktop Connection o X

Joseph Laub

i Preparing Windows

12. Use the lab computer. Please be sure to save to a cloud based shared drive or
flash drive. Dropbox (http://dropbox.cuny.edu) and/or Office 365
(http://office.com) are free with your CUNYfirst account (i.e.
John.doe67@login.cuny.edu)



http://dropbox.cuny.edu/
http://office.com/
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&) CLSS-127203-15 - CLSS-L27203-15 - Remote Desktop Connection - m} X
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Recycle Bin  Firefox  Media Player  RStudio Wolfram
Classic Mathemati...

EoOmE

Connection Google OpenText SAS 9.4 Word 2016
Central Chrome  HostExplor..  (English)

m/ ﬂs HPE

Adobe Google Earth PowerPoint
Acrobat DC Pro 2016 Reade...

o,
uﬂ'.l: n’i Ef’

Audacity I SPSS PuTTY TurningPoint
Si 2! App

oR&e&N

ChemDraw  LabQuest Ri3863.6.0 Visual Studio
18.1 Viewer 2.0.1 2019

X3

Which computer should you use?

Students can make use of any one of the computers listed in the General Use Computer
Lab portal. For students that are required to make us of a teaching and learning lab your
professor will provided with a link to those computers.

Where to Get Additional Help

The Department of Information Technology (DoIT) Help Desk is available to help you
with this topic helpdesk@jjay.cuny.edu and 212.237.8200.



mailto:helpdesk@jjay.cuny.edu
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