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Remote Computer Lab Access (Chromebook)

Applies to: Student Computer and Teaching Labs
Platform: Chromebook

Affiliation: Students
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Overview

John Jay College has made several Student computer labs available to access remotely
from your own computer anytime, anywhere. Follow the instructions below to learn how
to connect to our computer labs remotely, as well as a list of software available on each
remotely accessible lab.

Prerequisites

All off campus connections require the use of Cisco Any Connect VPN software and
Microsoft Remote Desktop Software. You will need to install them to use a computer lab
if you do not already have them on your computer.

Install VPN Software If Needed

You must first connect to the John Jay Virtual Private Network before you will be able to
gain remote access to a lab computer. Use the instructions below to install and connect
to the VPN on windows machine.
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1. Download Cisco AnyConnect from the Google Play Store
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2. Type Anyconnect in the search bar, Select install
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3. Scroll down and agree to the terms and conditions

AnyConnect

UserLi for Mobility
Client v4.x and other VPN-related Software

IMPORTANT: READ CAREFULLY

LA) terms
and conditions for the Software Product licensed under the End User License
Agreement (EULA) between You (You as used herein means You and the business
entity you represent) and Cisco (collectively, the Agreement). Capitalized terms
used in this SEULA but not defined will have the meanings assigned to them in

the EULA.To the extent that there is a conflict between the terms and conditions

of the EULA and this SEULA, the terms and conditions of this SEULA willtake
precedence. In addition to the limitations set forth in the EULA on your access and
useof at all times with conditions
provided i this SEULA. DOWNLOADING, INSTALLING, OR USING THE SOFTWARE
CONSTITUTES ACCEPTANCE OF THE AGREEMENT, AND YOU ARE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT (COLLECTIVELY,
CUSTOMER) TO THE AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS
OF THE AGREEMENT, THEN CISCO IS UNWILLING TO LICENSE THE SOFTWARE TO
YOU AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE, AND
(B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CD PACKAGE
AND ANY WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF THE SOFTWARE
AND WRITTEN MATERIALS ARE SUPPLIED AS PART OF ANOTHER PRODUCT,

YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT TO
RETURN AND REFUND FTER PURCHASE AN
AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL
END USER PURCHASER. For purposes of this SEULA, the product You have
ordered or enabled is any of the following software products and/or the referencg
functionality (the Software)

Cisco AnyConnect:

Cancel

4. Select Ok.

Cisco AnyConnect

AnyConnect requires accefillto information about your device, such
as its IMEI, which will be sh\ild with your IT administrator.

On the following screen, you \gll be asked to grant permission for
fition.

AnyConnect to gather this
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5. Open Cisco Any connect
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Select Connections

<« - & x
‘h’ AnyConnect

@ VIRTUAL PRIVATE NETWORK sos
AnyConnect VPN

Disconnected

Connections
No connection

alialn
cisco

© ¥ iz

Select Add new VPN Connection

< - @ x

G»’ Advanced Preferences

‘Add New VPN Connection

Q ¥ ii1223

Configure AnyConnect with the John Jay VPN information

ENTER JJAYVPN1.JJAY.CUNY.EDU
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Cancel

Server Address

jiayvpn1 jjay.cuny.edu

Cancel

Select Ok
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Select Ok

Connection request

AnyConnect wants to set up a VPN connection that allows it to
monitor network traffic. Only accept if you trust the source.

This is an experimental feature and it does not currently handle
traffic for all apps

CANCEL 0K

0 ¥ 1227

Select Change Settings

€ - B X

rusted VPN Server!

AnyConnect cannot verify the identity of the server:
jiayvpn1.jjay.cuny.edu

Connecting to this server could result in a severe security compromise!

Security Risks Explained
AnyConnect is configured to block untrusted servers by default. Most users choose to keep this setting.

If this setting is changed, AnyConnect will no longer autc ically block i to potentially malicious network devices.

O ¥ ii122
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Make sure all boxes are unchecked

<€

\ Settings

73

External Control
Disabled (default) - Outside applications will not be able to control AnyConnect. Changing this setting reduces the overall security of AnyConnect.

Block Untrusted Servers
Do not allow connections to servers with untrusted certificates

OCSP Revocation
Enable certificate revocation checking for VPN

Strict Certificate Trust
Enable strict certificate trust checking for VPN

Please modify Advanced Settings only when instructed by your system administrator.

O v 1227

Installing Microsoft Remote Desktop If Needed

Microsoft Remote Desktop is included with Professional versions of Windows. If you are
using a Home version of Windows, Microsoft Remote Desktop can be downloaded for
free from the Google Play Store.
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Remote Desktop 8
L_T‘Q Microsoft Corporation m
4.0% 10M+ A 3

112K reviews Downloads Everyone @

About this app -

Microsoft Remote Desktop provides remote access to Windows desktops and
apps

Business

0 Remote Desktop

a[

Use of this app requires acceptance of the following reements.

License terms

Privacy statement

| have read and agree to be bound by the tertas of these agreements.

Connecting to a Computer lab machine
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1. Open Cisco Any Connect VPN software and connect to jjayvpni.jjay.cuny.edu
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1. If an error appears click “Continue”

Cisco AnyConnect

Security Warning: Untrusted Certificate

‘AnyConnect cannot verify the identity of jayvpn1.jjay.cuny.edu. Would you like to
continue anyway?

A\ Certificate does not match the server name.
A\ Certificate is from an untrusted source.

Most users do not connect to untrusted servers unless the reason for the error §#
isknown.

Cancel Details Continue

1. Login with your John Jay Student ID and password

AnyConnect

Please enter your username and password.
Group:

VPN-students

Username:

Password.

[ ] Show password

Cancel Connect
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1. To check if you are connected select the key in the lower right hand corner of the
desktop

o Sign out (!) ﬁ

& Private network

AnyConnect

e Disconnect

OpenVPN / L2TP (+]
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2. Open a Web Browser and Visit https://remoteaccess.labstats.com/cuny-jjay-
generaluselabs

John Jay College of Criminal Justice

REMOTE COMPUTER ACCESS

Computer Labs CLSS LAB L27203

CLSS LAB L27203 13 computers available
CLSS LAB L27204
CLSS LAB L27205 52 CLSS127203-07 CLSS-127203-07 Connect

CLSS LAB L27206

S AR5 &2 CLSSL27203-04 CLSS-127203-04
CLSS LAB L27208

Cybercafe 2 New Building &2 CLSS-L27203-11 CLSS-127203-11
Cybercafe Haaren Hall

Cybercafe1 New Building 58 CLSS-127203-18 CLSS-127203-18
MSRC 194

SEEK 438/439 52 CLSS-L27203-06 CLSS-127203-06

3. Select an available computer by clicking the Connect button.

Connect to CLSS-413T-12 X

Follow these steps:

1. Download and open the connection file

2. Press the 'Connect’ button

3. Log in with your username and password
You may need to choose ‘More choices' and ‘Use a different
account' to enter your correct username



https://remoteaccess.labstats.com/cuny-jjay-generaluselabs
https://remoteaccess.labstats.com/cuny-jjay-generaluselabs
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e After you have downloaded the connection link go to “downloads” in the chrome
browser by clicking the icon in the upper right-hand corner, below the X (close
window button) and navigating to “Downloads”.

@ FemoteComputer Acce X @ Chromebooks Comew!! % | @@ Installation Successtul X | & Downloads x | % Settings X | # Extensions x| + - B x

&« [« BN '} labstats.com/cuny-j * @ 0

© Tampemonkey is sisabie

tab risT
Connect to CLSS-127203-11 x enta o
New window CtrN
o-—-D New Incognito window Clrl+ShiftN
History
Follow ese slepe: Downioads. Ciried
1. Download and open the connection file Bookmarks
- A Zoom - ook
| Download |
o . Print Giri+P
2. Press the 'Connect’ button Cast.
3. Log in with your username and password Find_. Cirisf
You may need to choose More choices' and Use & different More tools
account'to enter your correct username
Edt G Gopy  Paste
Seftings

Help

e From downloads click “show in folder” on the file for the download link.

@ Remote ComputerAcce: X | @ Chromebooks Comew: X | @ x %D X 2 Ssitings X | # Extensions x| + - B %

C & Chrome | chrome//downloads * &0

Downloads

Today

CLSS-127203-11.rdp x

https:fremoteaccess labstats.com/rdp/CUNY-JJAY-GeneraluseLabs/1383/CLSS-L272...

Show in folder|
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In the download folder click the file for the download link then go to “open”
located at the top of the window and click “RD Client”.

My files > Downloads

@© Recent Rlaane siz [ View (default) Date modified
— RD Client

@ Audio Screenshot 2020-09-03 at 5.00.15 PM.png 46 KlI © Today 5:00 PM
Open with Text

m Images Q Screenshot 2020-09-03 at 4.59.01 PM.png 176 KI Today 4:59 PM
Change default...

B Videos B cLss-127203-11.rdp 618 byte Today 4:33 PM

v O myfiles

# Downloads
> B+ Playfiles

> 3 Google Drive

e From there go to the Microsoft Remote Desktop window if it does not

Logon

CLSS12720311
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4. Inthe user name field, type your student email address example,
john.doe@jjay.cuny.edu ), and then type your password in the next field.

5. You will be “Logged In”. It may take a few minutes to build the desktop

& C1S5-127203-15 - CLSS-L27203-15 - Remote Desktop Connection

2

Joseph Laub

Preparing Windows

6. Use the lab computer. Please be sure to save to a cloud based shared drive or
flash drive. Dropbox (http://dropbox.cuny.edu) and/or Office 365
(http://office.com) are free with your CUNYfirst account (i.e.
John.doe67@login.cuny.edu)

B C155.127203-15 - CLSS-L27203-15 - Remote Desktop Connection



mailto:john.doe@jjay.cuny.edu
http://dropbox.cuny.edu/
http://office.com/
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Which computer should you use?

Students can make use of any one of the computers listed in the General Use Computer
Lab portal. For students that are required to make us of a teaching and learning lab your
professor will provided with a link to those computers.

Signing out:

To sign out of the computer you have been connected to click the keyboard icon at the
top of the middle of the window. From there click “CTRL + ALT +DEL” as shown in the
bottom of the window and click “Sign out” when the options appear.

To Report Technical F

Call 212-2 o

Home

CLSS-L27203-11

Please Save Data On A Fl: Mouse
o Once The Computer Shu Pointer
No Data Is Recc

ol St
2019
" CLSSL2720311 ﬂ-:—-
/LC media
player
Start New

ath

Paid For By: Student Technc

Tab 123
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CLSS-L27203-11

Cancel

Where to Get Additional Help

The Department of Information Technology (DoIT) Help Desk is available to help you

with this topic helpdesk@jjay.cuny.edu and 212.237.8200.



mailto:helpdesk@jjay.cuny.edu
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